V- F-C o) MD5

VFC User Gulde evidence you can trust

Virtual Forensic Comptjting

VFC User Guide v5.1

VFC is a registered trademark of MD5 Ltd

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317 Page | 1



V- F)-C

VFC User Guide

J evidence you can trust

Acknowledgements

All rights reserved.

The information in this document is furnished for informational use only, is subject to change without
notice, and should not be construed as a commitment by MDS5 Ltd.

MD5 Ltd assumes no responsibility or liability for any errors or inaccuracies that may appear in this
document.

The software described in this document is provided under license on a subscription basis and may
only be used or copied in accordance with the terms of such license. VFC will cease to function once
the subscription period expires.

VFC® and the V-(F-€ logo are registered trademarks of MD5 Ltd.

VMware® is a trademark of VMware, Inc. and may be registered in certain jurisdictions.

Microsoft® and Microsoft® Windows® are trademarks of Microsoft Corporation that may be
registered in certain jurisdictions.

All other products or name brands are trademarks of their respective holders and are acknowledged.

Contact Details

Address: MD?5 Ltd, PO Box 96, Normanton, West Yorkshire, WF6 1WY, United Kingdom
Phone: +44 (0) 1924 220999

Sales: sales@md5.uk.com

Support: vfc.uk.com/support

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317 Page | 2


mailto:sales@md5.uk.com
mailto:support@md5.uk.com

V(FC (o) MD5

VFC User Guide evidence you can trust

Table of Contents

LY O @ V=T YA =1 PP 5
Background ....uoeeieeeiitt it iieiiieiiieiiieiiiiiieiiieeas 5
Advanced FeatUresS ...uuuuuiete ittt ittt ittt ittt ittt ittt ettt it iaeeiaeaianeaaneenas 6
BasSiC WOIrKFIOW w.uueissittitt it ettt ittt ittt ittt ettt ittt et iite it iineieaan, 6
LY = O W (o= o (Y I 4 F= T 0 1= Vo (= P 6

The VEFC User Interface . ..uuueuieeeiiie i iieiiie ittt ittt it eietiieiiieeeineenns, 7

VEC: Step-bY-SteP tuuuiittiitt ittt eit ettt ettt ittt ittt ait ettt iiireianen 8
Mount a forensic whole disk iMage .....c.veveieeiieiiiii it ii i ieiiiieienns, 8
O LY 1 [o YA O\ o 1 U1 o L PP 8
Disable Windows automatic file system mounting........coooeveieeiiieeiieieinennnn.. 10
Mounting a Drive with VFC MoUNE...eoueeiseiiie it eeie i eieeieaeiaeenee 10
Mounting Multiple IMages ....ueeieeeiiet it ittt iii it eie et iiieeiaeeiisereneeeanee, 11
Unmounting IMages ..uuueeeeesiietetiiite sttt ittt ettt ittt aateeiaaeeasianneeanns 12
(@1 (oY1 To BV A = O 1 [0 18 1o | PP 12
Mounting a Disk with External Mounting ToOIS .......ccoeeiiieeiiieiiiiiiieiiinennne.. 13
Tips for using FTK IMager uuuuueeieteiitt ittt ettt eetteitt et tineesaeeeaseeiieeeanee, 13
Enumerating mounting drives (Selecting source drive)......cooeeieeeiiieieinennnn.. 14
Selecting target partition / file system ........c.oeeeiiieiiiiiiiiiiiiii i iiiiiien 14
The VFC LOQG Fil€ tuuiiuiitiit ittt ittt ettt ettt ittt ii e iie et iiteieaae, 18
Saving and Clearing the VFC LOg Fil€.....vuevuiieeiiiiiiiiiiiiieiiieiiieaiineninenns 20
Advanced: Using detected system information to crack account passwords
(Target System Information) ....ooeeeeeeieiee it i ii it eieiiieeeanee, 21
Opening the virtual machine directly in VMware .......ocoveeeiiieeieieiiiieiiiennnen.. 22
Advanced: Changing the VMware bootorder........covveeeieieeiiieiiiiiiiieiiinennnn.. 23
Changing default behaviour with VFC OptionS ....oovvveeeiiieeiiieiiieiiiiiieninnenns 24

Modify Hardware tab (add additional hard drives, network cards etc.) ............. 27
VMware SCST WarNiNg ..ueeeeeeeeeeseseeessaeeeseaaeeeseaaeeesesaneesiaaseesssaneesssaneeeeennes 30

Patch VM / Restore Points tab (VM repair) ...cceeeeeeeiieeiiiiiiiiiiiiiiiiiiiiiiineinnnne, 30

Password Bypass tab (PWB) ...oeuieeeietiieiiiiiiiiitiiitiitiitiiitiiteiitiiieiisaiieianeinnnn, 31

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317 Page | 3



V(FC (o) MD5

VFC User Guide

evidence you can trust

L ge18]s1[S1 sl Yo ) dlaTe l ad'iV = I 33
Generic Password Reset feature (GPR) for Live ID account access................ 34
WIS ] aTe M [eYor=1 IF-Telele1¥] | « IR 35
Change local account password to @ KNOWN ValUe ... .uuuiieuunesieensreeenassennnssees 36
Change "“live” account tO 10Cal ACCOUNT L. ..ttt st ettt e e seeensssennssseennsssennnssees 36
(€] 2 2] o 11 Vo I o ol < 37
S w=10]e 1o a TSI\ I =1 o I P 38
Preparation for standalone CloNe VM L ...iiiiiieieesiieiieeeeessssessseeeesnnsssssseeesnnnnns 38
Creating the standalone CloNE VM L. .iiisiiieiiiteeeneteeesssteesssssesnssseessassensnssees 39
Launching the standalone CloNE VM Lu..iiieeieeesseeenssseenssseeenssseenssseennssseennnss 40
Y=l au ] a Lo I A Ko Yo ] I =] o I 41
MOUNTE / EXDIOrE VM LA sttt teeen s se s seennsseennsssennssseennsssennsssennnsseesnnssennns 42
Experiencing the original user’'s DEeSKEOP t.uiiiiiiiiiiiiiiiiiiiiiiiiiiiiiissiisssssssssssasnns 45

VMware Tools Installation
Example: Using Windows System Restore and VFC Patch VM / Restore Points tab47

RE-OPEN AN XIS TN G VM ittt tttttet et st e te s se e eenssenssenssenssenssensssenssesssenssennseens 51
VEC Command Line INterface (LI tuuuuuuiteeeeennsseeeeeennnsssseeeennsnsssssseeesnnnnns 52
VEC CLI integration with third-party forensic analysis to0lS......ceiiiieriiiennn... 53
| =10 OF= 1Y =I N n (Yo | =1 i (o] o I 54
X-Ways Forensics INtegration (KWW ) ... ueees e eeeneeeenssseennsseennsssennssssennsssennns 56

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317 Page | 4



V- F-C o) MD5

A 4
VFC User GUIde J evidence you can trust

VFC Overview

Welcome to the VFC User Guide. This document explains the purpose of VFC and how to use it. Please
see the separate VFC Installation Guide for installation instructions and the FAQ for answers to
common questions and troubleshooting suggestions.

Background

VFC is used by digital forensic investigators to create a virtual copy of a suspect computer. The
process is forensically safe and does not modify any original evidential data. This procedure allows the
investigator to experience the original desktop environment just like the original user. This puts the
investigator “in the room” with the suspect, providing invaluable access to software and data that
cannot be easily found with a typical “dead box” examination.

In some cases, an experienced investigator could manually perform some of the processes performed
by VFC. However, this would be time-consuming and error-prone. VFC automates the process and
applies almost 15 years of acquired knowledge to fix numerous known issues and quickly produce a
compatible and stable virtual machine in seconds. VFC removes the guesswork from virtualisation and
allows the investigator to concentrate on the investigation.

VFC is typically used with a forensic “image” that has been previously created from a physical disk.
The use of images is a standard industry practice that ensures the continuity of evidence and avoids
the possibility of damaging or contaminating original evidence. VFC can also be used with a physical
disk drive. However, in this case, we would strongly recommend that it is connected via a forensic
“write blocker” to ensure that no changes are made to the original material.

VFC is compatible with a range of common image “mount” tools and also ships with a built-in mount
tool called VFC Mount. This supports the following common image formats:

o .e01

e .ex01
o affd

e .vmdk

e Raw/spanned image e.g. .dd, .img, .bin, .raw, .001 etc.

VFC works by creating a temporary disk cache and directing all subsequent reads and writes ‘through’
this cache. This emulates normal read/write behaviour and allows the guest operating system and
installed software to function normally. This process is forensically safe and no changes are made to
the original image files or disk.
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Advanced Features

VFC has many advanced features not found in other tools. These are built on over 10 years of
research and development. The software detects and fixes a large number of potential compatibility
issues to maximise the chance of producing a viable virtual machine. VFC is expected to work over
95% of the time but may fail if the system configuration is particularly unusual or there were serious
problems on the original hardware before the system was imaged and then virtualised. In these cases,
we publish a variety of tips and workaround in the VFC FAQ and provide a comprehensive technical
support service if required.

Advanced VFC features include:

e Automatic detection and correction of disk geometry issues

e Automatic target OS detection from Windows 3.1 to Windows 10

e Support for Linux, Sun Solaris and other UEFI based operating systems (some experimental)
e Detection of Windows OS details such as last boot time, user names and password hashes
e Support for SCSI, IDE and SATA mass storage controllers

e Numerous compatibility fixes for problem hardware, drivers, software and OEM utilities

e Windows password bypass disables password validation (now with fuzzy logic)

e Generic password reset allows access to “live” accounts and resets passwords

e Built-in mount tool with specific VMware compatibility features

e Integration third-party forensic analysis tools including EnCase and X-Ways Forensics

e Rapid analysis and VM creation (typically ~ 1 minute)

Basic Workflow
VFC can be used in a variety of ways. The basic process is very quick and simple:

e Mount the evidence file using mount tool (or attach a [write-blocked] physical disk)
e Select the disk and then the relevant partition
e Generate the machine and launch it with VMware

This document explains how to use VFC in a variety of different scenarios. Please see the separate VFC
Installation Guide for installation instructions and the FAQ for answers to common questions and
troubleshooting suggestions.

VFC License Manager

The VFC License Manager tool can be used to check and upgrade your current VFC license. Please see
the VFC FAQ for instructions on how to use License Manager.
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V- F-C oY MD5

VFC User GUIde evidence you can trust
The VFC User Interface
The VFC user interface is simple and easy to navigate. It consists of several tabs along the top

providing quick access to different feature areas. The majority of day-to-day tasks can be performed
using just the “Create VM” tab:

[%] vFCvs - X
> =
Virtual Forensic Compu
Create VM Modify Hardware Patch VM /Restore Points Password Bypass = Standalone VM Settings / Tools  Mount /Explore VM  License  About
Quick Instructions
SP -> If required, mount required disk image
-> Click Disk button and select desired disk
-> Select target partition
(Windows systems will auto analyse if option is selected)
-> Adjust detected OS and version as required
Guest 05 -> Adjust virtual machine settings and name as required
Operating System Family: Auto-Analyse Partitions p———
Microsoft Windows b
-> Launch VM
Operating System Version:
-- Autodetect - v
Virtual Machine
VM Name (.vmx): [ New Virtual Machine |
Virtual Disk Name (.vmdk): | New Virtual Disk |
VMStart-up DatefTime:  [10/03/2020 | [14:17:51 |5
Status
ﬁ !v.ar‘,‘i:‘iev‘.‘ OpenvEpj‘asnng VFC Log Launch YM
R
o i o) u <= :
3 - License ID: 0 Li iry: License Status: MD5 Ltd © 2007 - 2020
V y Hcense Expiry: - | All rights reserved.

The tabs have the following functions:

e Create VM — Analyse and create a virtual machine from image/disk

e Modify Hardware — Modify virtual machine hardware such as add disks or enable networking

e Patch VM / Restore Points — Used to re-patch an existing VM or one that has been
temporarily broken by using the Windows System Restore Point feature

e Password Bypass — Disable password authentication on a variety of Windows VMs

e Standalone VM — Create a standalone copy of VM for use without VFC

e Settings / Tools — Configure VFC / Windows features

e Mount / Explore VM — Mount a VM and access its file system

e License — Display VFC end user license agreement (EULA)

e About — VFC version information and quick access to PDF guides and updates
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VFC: Step-by-Step
Mount a forensic whole disk image

The first VFC task is typically to mount the forensic “image” that you wish to analyse. Mounting the
image makes it appear to the host system, VFC and VMware that it is connected as a “real” physical
disk. In most cases, with industry-standard image formats such as .EO1, .Ex01 and .AFF4, this process
is forensically safe and does not alter the original image. We recommend taking additional care with
other image formats, such as .VMDK, .VHD and .DD that were not originally designed for forensic use.
These formats can be used safely provided they are mounted “read-only”.

VFC can be used with a variety of different mount tools. These can be useful to extend the number of
formats supported and allow VFC to be used in many creative ways. VFC has been successfully used
with the following:

e Mount Image Pro v5/6

e FTKImager v4.x

e OSF Mount v3

e Guidance Software Encase PDE (Physical Disk Emulator)
e Arsenal Imager Mount (AIM) v3.x

VFC is supplied with a built-in mount tool called VFC Mount. This tool supports forensically safe, read-
only, mount of common image formats such as: .eE01, .Ex01, .AFF4, .VMDK. It also supports Raw /
spanned image formats including: .DD, .IMG, .BIN, and .RAW. We recommend using VFC Mount if
possible. We have optimised VFC Mount for use with VMware and it includes several features to
maximise compatibility and to avoid common problems

Using VFC Mount
To use VFC Mount for the first time:

1. Launch VFC Mount using the icon located at the bottom right of the VFC screen:

L g e

2. If this is the first time you have used VFC Mount, it may be necessary to install the mount
driver. This is indicated by the red text “Warning: Driver is not installed”
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o VFC Mount v X

Access Capacity Data Read Device Mame Mount

Unmeunt

Unmount All

Install
Drriver

Remove
Driver
About

Disable automatic file system mounting (improve virtualisation compatibility)

Warning: Driver is notinstalled. Unable to mount virtual disks,

MD5 Lid @ 2019-2020. Al rights reserved.

3. Click Install Driver to install the driver

4. If prompted, click Install (see screenshot) to authorise driver installation

P

[+-| Windows Security
Would you like to install this device software?

Name: MD5 Ltd Storage controllers
G— Publisher: MDS Ltd

==

=

[¥]  Always trust software from "MD5 Ltd". [ Install ]

Don't Install

I decide which device software is safe to install?

@ You should only install driver software from publishers you trust. How can

TIP: This procedure is typically only required the first time VFC Mount is used or following the
installation of a significant new version. Please note that regardless of the installed version of VFC, the
32-bit version of VFC Mount must be used on 32-bit systems and the 64-bit version of VFC Mount must
be used on 64-bit systems. VFC automatically loads the correct version.

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317
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Disable Windows automatic file system mounting

Before using VFC Mount for the first time, we recommend checking the box to disable Windows
automatic file system mounting. This will prevent Windows “locking” images as they are mounted and
greatly reduce compatibility problems with VMware:

Disable automatic file system mounting (improve virtualisation compatibility)

Driver is installed.

Note: This feature means that Windows will not automatically allocate a drive letter for disks/images
that are mounted in future. If you need this behaviour again, simply untick the box again or manually
assign a drive letter using the Windows Disk Manager tool.

Mounting a Drive with VFC Mount

To mount an image with VFC Mount, proceed as follows:

1. Click Mount

2. Browse to the folder containing the desired image
3. Select the image

4. Click Open

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317 Page | 10
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Lt *
Access Capacity Data Read Device Mame Mount
Unmount
o Select image file x
<« A » This PC » New\Volume (D:) » Images » MultiE01 v ] Search MultiEQ1 el
Organise « New folder =~ [ @
@ Documents ™ Name Date modified Type Size
¥ Dovnloads <& WinXPHeme x86_IDE v2 Multi.eDl 13/03/2019 11:58 EnCase Evidence F.. 102,669 KB
Musi
Disable automatic fil J’ Hsie
&=/ Pictures
Driver is installed.
B Videos
| i LocalDisk (€
- Mew Volume ¥
File name: | WinXPHome_x86_IDE_v2_Multi.e01 v| All supported formats (*.e1,%e ~
| Open | | Cancel

Mounting Multiple Images

If necessary, you can mount multiple images with VFC Mount. To do this, simply click Mount again
and select the desired image. This technique may be necessary when virtualising systems that had

multiple physical disks installed.

TIP: We recommend mounting all applicable images before using VFC to create a virtual machine.

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317
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Unmounting Images

Once you are finished with a mounted drive, simply highlight the no-longer-required images and click
Unmount. If necessary, you can select multiple drives by using Control+Shift:

s WFC Mount v5 *
Access Capacity Data Read Device Mame Mount
&8 Read-only 111 GB 9216 bytes PhysicalDrive2  D:\Images\AFF4\WinXPHome_x36_IDE_v2.aff4
T Read-only 111 GB 9216 bytes PhysicalDrive3  D:\Images\MuliEX0 1\WinXPHome_x86_IDE_v2_MultiX.Ex01 Unmount
' Read-only 238 GB 9216 bytes PhysicalDrive4  D:\Images\MiniMac_SATA_Mojave10.14.e01
Unmount All
Install
Driver
Remove
Driver
About
Disable automatic file system mounting (improve virtualisation compatibility)
Criver is installed. MD5 Ltd @ 2019-2020. All rights reserved,

TIP:  Please remember that when you unmount an image it is equivalent to unplugging a physical
disk. Any running VM that is using that image will immediately fail. We recommend you leave images
mounted until all VMs are closed. It is not necessary to unmount images before shutting down the
workstation; this will happen automatically when you log out of Windows.

Closing VFC Mount

VFC Mount runs in the background and is independent of the VFC application. This is required to
ensure that images remain mounted whilst they are used in VMware. To access VFC Mount again,
simply click on the icon in the system notification (tray) area:

(1] —l o)
b VFC Mount v5.1

~ o) T ENG 1453
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Mounting a Disk with External Mounting Tools

VFC provides icons to launch common mount tools. This currently supports FTK Imager (FTK), Mount
Image Pro (MIP) and OSFMount v3 (OSF). These “quick launch” icon(s) will appear in the bottom left
of the VFC application when the associated third-party applications are installed:

<o @ N <

FTK MIP OSF

Tips for using FTK Imager

We recommend the following configuration when using FTK Imager with VFC:

e Mount physical only (not logical)
e Block device / read-only

Mount Image To Drive X

Add Image

Image File:
D:Images\MuliED 1\WWinXPHome_x86_IDE_v2_Mult.e01

Mount Type: | Physical Only e
Drive Letter: | Mext Available (E:)

Mount Method: | glod: Device [ Read Orly ~

D:\ImagesMuliEd 1

Mount

TIP If using either Encase PDE or the FTK Imager mount function, closing either of these
applications will cause the image to dismount. The MIP GUI can be closed but will minimise
the application to the system tray whilst maintaining the mounted status of the image, similar
to the behaviour of VFC Mount, as described in the section above.

NB2 If you need to select the OS folder using the Options screen in VFC you may need to mount the
drive as Physical AND Logical.
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Enumerating mounting drives (Selecting source drive)

Once the desired forensic images have been mounted, the next task is typically to identify the drive to
VFC. To do this, proceed as follows:

1. Click the Enumerate Drives icon:

Create VWM Modify Hardware  Patch VM [ Restore Points  Password Bypass  Standalone WM Sett

Guest OS5
Operating System Family: Auto-Analyse Partitions
Microsoft Windows w
Operating System Version:
— Autodetect - w
2. Select the desired (emulated) drive:
Physical / Mounted Disks X

Select Physical /
Drive Details Bus LBA Cyls Heads SPT BPS  Capadty DiskLayout

2 VFCMount Virtual Disk SCSI Disk Device SCSI 234441648 55085 224 19 512 111.79GB MER
3 VFCMount Virtual Disk SCSI Disk Device SCSI 234441648 55085 224 19 512 111.79GB MER
4 VFCMount Virtual Disk SCSI Disk Device SCSI 500118192 31130 255 63 512 238.47GB GPT

Partition Information: [l Use MBR geometry for emulated disks

Volume File System Active StartCyl StartHead StartSector End Cyl EndHead End Sector Relative Sectors Total Sectors
1 0x07 Yes 0 1 1 1023 223 18 19 234433229

Volume 1 : 114469 MB (NTFS) (Active)
Unused space at end of disk: 4MB

View Sectors Cancel | OK

3. Click OK

TIP:  Rarely, you may need to reboot the forensic workstation and remount the drive before it is
visible to VFC. This happens when Windows ceases to notice new disks have been mounted and can
happen after a large number of disk images have been mounted/dismounted.

Selecting target partition / file system

Copyright 2007-2020 MD?5 Ltd, Revision v5.1.200317 Page | 14
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Once the desired drive has been selected, proceed as follows to select a system partition to analyse.
In most scenarios, the desired partition will be the largest one and may be marked “Active”:

1. Click the desired partition/volume:

Create VM Modify Hardware Patch VM [ Restore Points  Password Bypass  Standalone VM Sett

Volume 1: 114469 MB (NTFS) (A

2. Wait for VFC to analyse the file system. This will typically take a few seconds.

3. In some cases, VFC may not recognize the guest operating system. This can happen if you
select the wrong partition. In this case, please first check the target partition is correct and if
necessary, try again:

(0% Folder not found bt

VFC could not locate the O5 folder!
Please either

1. Select a different partition or
2. Use the options screen to manually select the O5 folder

ME The 05 folder may NOT be on the Active partition

4. Alternatively, try unticking Auto-Analyse partitions and try again:

Guest 05

Operating System Family: Auto-Analyse Partitions

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317 Page | 15
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5. For most Windows guest operating systems, VFC will automatically detect the OS version and
configuration. The detected OS/edition is displayed beneath the list of file systems. If the
selected configuration is incorrect, please amend it before proceeding further:

Guest 05
Operating System Family: Auto-Analyse Partitions

Microsoft Windows ~
Operating System Version:

Windows XP Home e

TIP: VFC may not recognize the specific version of Linux / UEFI-based operating system. In this
case, please use the drop-down boxes to select the closest match possible. It is not necessary to
have an exact match but please ensure you select the correct platform as either 32-bit or 64-
bit.

TIP: It is not essential that VFC recognize the specific OS version. In many scenarios, the built-in
fallback behaviour of VFC will still result in a viable virtual machine. The process is very quick
and it should not take very long to find a configuration that works.

6. For many common operating systems, VFC will be able to detect specific operating system
parameters. Depending on the scenario, this may include the OS name, last
boot/shutdown/used time, registered own, time zone, user names and in some cases
password hashes:

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317 Page | 16
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Analysis by VFC
Source '\ \PhysicalDrive3

Last Used Date
Registered Owner  : VFC (from registry)
Registered COrg. v <blank= (from registry)
Computer Mame : WFC (from reqistry)
Metwork Workagroup : MSHOME

Disk Serial Mumber : 63 8E BB EF

RAM detected (MB) : O

User List From SAM  : (Local Accounts)
Administrator ; <Mo password set>
Guest : <Mo password set=

GuestOs ' Windows XP Home

VMPlatform » winxphome

Install Date : 311020138 09:45:37 (from reqistry)

Last Boot Time i Mot available = (from pagefie timestamp)
Last Shutdown v 31102018 12: 1443 (from registry)

: 31102018 12:14:43 (from reqistry timestamps)

Timezaone : GMT Standard Time
Product ID » Te477-005-0859955-21754
CD Key : RHEMG-7PPE4-YR36H-YFFFX-PWEMa

HelpAssistant : LAMMAN & MNTLM password protected [efd15af437b53606b5b622c2600bc5 1497
SUPPORT _383945a0 : NTLM password protected [c807a3d62a0 185562 136b2f0ac750a54]
VFCS : LAMMAN & NTLM password protected [6f936a34bd3843d 5000542372 249fec0:d 20031931

TIP: This Target System Information (TSI) may be valuable in an investigation. For instance, the last
shutdown time may indicate if the system was in use at a time of interest and the user names
indicate who regularly used the computer or give password clues. The password hashes may be
used to “crack” the password and gain access to both the system and other software secured with
the same password. VFC embeds this information into both the VFC log file and the VM
configuration file so that it is visible within VMware. It can also easily be copied from VFC into a
forensic examination report. Please see below for an example of using the password hashes.

7. When you have determined that the OS detection is correct, enter a suitable VM name and

disk name:

Virtual Machine

VM Name (. vmx): | Investigation 202003038

Virtual Disk Mame {,vmdk): | Disk 202003098

VM Start-up Date/Time:  [31/10/2018 | [12:14:43

Y
-

TIP: You can also adjust the VM start-up date/time. Initially, this is set to the time that the
guest OS last shutdown. However, it may be desirable to set this to a previous time. For
instance, this can be used to gain access to time-limited software.

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317
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8. If necessary, additional VM creation settings may be configured by clicking the Options (cog)
icon. These are explained in more detail later in this guide.

9. Click Make New VM and follow the on-screen prompts to create the virtual machine:

Dld s

Analyse Finished
IS = Make Mew Open Existing
by ! 1 Analysis completed f WM WM
"-.-\.r-’-‘

10. Finally, click Launch Now to start the VM immediately in VMware:

Virtual Machine Ready

Virtual machine is ready for use

Please dick below to launch the VM now

Launch Later

The VFC Log File

For each session of VFC, a log file is created that records details about the host system, guest OS
details, connected drives and VFC configuration. This information can be included in a forensic report
and, if necessary, used to replicate the process used to generate the virtual machine.

The log file can act as contemporaneous notes, to support an investigation and can also help with
validation and verification for the international laboratory standard, ISO 17025. The log file records
each step of the VFC process with time and date stamps, (from the host system). We recommend
saving a copy of the Log file for each VFC VM generated:
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de

VFC Log Viewer

x

2019-07-01T10:47:39
2019-07-01T10:47:39
2015-07-01T10:47:39
2015-07-01T10:47:39
2018-07-01T10:47:39
2019-07-01T10:47:39
2019-07-01T10:47:39
2015-07-01T10:47:39
2019-07-01T10:47:39
2015-07-01T10:47:39
2015-07-01T10:47:39
2018-07-01T10:47:39
2019-07-01T10:47:39
2019-07-01T10:47:39
2015-07-01T10:47:40
2015-07-01T10:47:40
2018-07-01T10:47:40
2015-07-01T10:47:40
2019-07-01T10:47:40
2015-07-01T10:47:40
2019-07-01T10:47:40
2015-07-01T10:47:40
2015-07-01T10:48: 15

2015-07-01T10:53:33
2019-07-01T10:53:33

Clear Log

2015-07-01T10:53:32
2019-07-01710:53:32
2019-07-01T10:53:32

2019-07-01T10:53:34
2019-07-01T10:53:34
2019-07-01T10:53:34] vfc|
2015-07-01T10:53: 34| vic|
2019-07-01T10:53:34] vfc| Device selected - \\, WPhysicalDrive 1 (Capacity €0.00GE: LBA 125829120: CHS 7833,255,63)
2015-07-01T10:53: 34| vic|
2019-07-01T10:53:34| wfc|
2015-07-01T10:53: 34| vicl

| vfc] Started new log file

| vfc] VFC v5.0.4.4282 x64

| vfc] validating product license

vfc] Found active software license

vfic] License ID: 003802

vfc| License Expiry (ocal format): 09/04/2020

| wfc| License Days: 283 days remain

| vfc| License SKU: Full

| wfc| License check completed

| vfc] Checking application prerequisites

vfc| Checking for presence of VMware Core Applications

vfic| Located VMware Workstation, 12.5.9.28553 at C:\Program Files {x86)\WMware \VMware Workstation,

vfc| Located VMware Player, 12.5.9.28553 at C:\Program Files (x88)\WMware\WMware Workstation,

| wfc| Checking for presence of VMware VDDK [ VMware Diskmount. ..

| vfc| Located vmware-mount.exe VDDK, 7.5.0.193 at C:\Program Files (x&6) \VMware\WMware Virtual Disk Development Kitibin',
vfc| Prerequisites check complete

vfc| Starting VFC

vfc| Launching UI

| wfc| Chedk for remnant hive NEWSOFTWARE completed: Mot Found

| vfc] Check for remnant hive NEWSYSTEM completed: Mot Found

| wfc| Chedk for remnant hive NEWSECURITY completed: Mot Found

| wfc] VFC running

vfc| Open Existing VM

vfic|
vfc|
| wfc] Enumerating Active Physical Drives

Jvfc] 1 VYFCMount Virtual Disk 5CSI Disk Device 5CSI
vl 2 VFCMount Virtual Disk SCSI Disk Device SCSI
vfc| PhysicalDrivel - 64GE (50.00GE) (Active)

vfc|

125829120
15138816

7833
943

255
255

60.00GE MEBR
7.22GB  MEBR

Copy to dipboard Save Copy Ok

TIP: VFC creates one continuous log file for each session. It does not differentiate between cases or
virtual machines. You may like to clear the log file before starting a new case.

TIP: The log file is a working document. VFC needs to write to it constantly to maintain the forensic

audit trail of

what has been done to the target system. If the log file is open, VFC will not work (you’ll

see a blue circle instead of a cursor). As it says at the foot of the log file, “Please close the log file
before continuing to use VFC”.
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Saving and Clearing the VFC Log File

1. To avoid cross-contamination of data from different cases or VMs, use the Clear Log File button:

P e 1T 1 T | L 2 S ——
180 T0IT 0 55341 vicl v
Clear Log Copy to dipboard Save Copy oK

2. You will be asked if you wish to save a copy of the log file (recommended):

Clear Log File

Save log file before clearing?

3. When saving the log, select a target file name:

[ save log file name x
— v » ThisPC * Documents * YFC Demo Files v | 0 Search VFC Demo Files el
Organise MNew folder SR 9
VFC Demao Files & Mame - Date modified Type
VFC Info demo 20191412 File folder

¥ Douwnloads Generic Demo 2019 23:02 File folder
J‘l Music Win2k 2019 15:46 File folder
=| Pictures Win7 File folder
B videos Wing File folder
Win10 File fold
2 Local Disk (C) " llefelder
WinxP File folder
H Maxtor 1TB VFC Images (F:)
v € >
File name: | VFC Log ~
Save astype: Log Files (*log) w

4 Hide Folders Cancel
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Advanced: Using detected system information to crack account passwords (Target System
Information)

Whilst VFC provides two different password bypass techniques, it may sometimes be desirable to
access the guest system with the original password. For instance, this can provide access to other
software that was secured with the same password or data that was encrypted with the Windows
Encrypted File System (EFS). The user name/password may also provide other clues that allow the
investigator access to other software and systems used by the same user. In such cases, it may be
possible to use the password hashes found by VFC to “crack” the password and gain access.

The password hashes are included in the VFC log file. These can be cracked using “rainbow” tables
and online solutions such as www.hashkiller.co.uk or the paid-for www.crackstation.net. To access
the password hashes proceed as follows:

1. Click VFC Log (or manually open the log file in Notepad or similar)
2. Scroll down to the Target System Information section

3. Locate the desired user account and select the password hash

4. Copy the hash into the tool of choice to crack it

VFC Log Viewer *
2013-07-08T05:27:49| vic| Unloading NEWSYSTEM hive 'y
2019-07-08T09:27:53] vfc| Registry unload successful: NEWSYSTEM
2019-07-08T09:27:53| vfc| Unloading NEWSECURITY hive
2019-07-08T09:27:53] vfc| Ascertaining approximate amount of RAM required
2019-07-08T09:27:53] vfc| Identified RAM usage as 2048 MB
2015-07-08T05:27:53| wic
2019-07-08T09:27:53| vfc| ==============================================================================
2019-07-08T09:27:53] vfc|
2019-07-08T09:27:53] vfc| Target System Information
2019-07-08T09:27:53| wfc
2013-07-08T09:27:53| vft| ==============================================================================
2019-07-08T09:27:53| wic
2019-07-08T09:27:53| vfc| GuestOs : Windows 10 x64
2019-07-08T09:27:53] vfc| YMPlatform : windows3-64
2019-07-08T09:27:53| wfc| Install Date 1 29/07/2017 16:42:41
2019-07-08T09:27:53] vfc| Last Boot Time 1 29/07/2017 16:30:56
2019-07-08T09:27:53] vfc| Last Shutdown 1 29/07/2017 16:30:23
2015-07-08T05:27:53| vic| Last Used Date 1 29/072017 16:30:27
2019-07-08T09:27:53] vfc| Registered Owner : MD5
2019-07-08T09:27:53| vfc| Registered Org. : <blank>
2019-07-08T09:27:53] vfc| Computername : MD5-LEMOVO-B51
2019-07-08T09:27: 53| wfc| Network Domain : md5.com
2019-07-08T09:27:53| wfc| Disk Serial Mumber  : 03 97 BS EC
2019-07-08T09:27:53| wic| RAM detected (MB) 1 2048
2019-07-08T09:27:53 vfc| Timezone : GMT Standard Time
2015-07-08T09:27:53| vic| Product ID 1 00342-50440-65145-AACEM
PR e L] R et B ey R L = oy a = o P e L L
2015-07-08T059:27:53| vic| User List From SAM  : (Local Accounts) Administrator @ <MNo password set> Guest : <No password set>  [UnknownBuilt-n] : <Mo password set> MD5 :
MNTLM password protected [1a%c 1a8dce%a7b90029895a7c 1c8daed] msadmin : NTLM password protected [29e40456 1087028 764c70adbac756605] SophosSAUMDSAENOaaa : NTLM
password protected [249dc2c5da2145db2e4e0ef93fe 143b6]

e Ta T u'ﬂ'rnn ==l Lo

2019-07-08T09:27:53| wic|

2019-07-08T09:27:53] vfc| Dismounting temporary disk caches. ..

2019-07-08T09:27:55] vfc| Command: C:\Program Files {(x86) \WMware\WMware Virtual Disk Development Kit\binlvmware-mount. exe

2015-07-08T05:27:55| wic| Params : D: /d

2019-07-08T09:27:55] wfcl Result : v
Clear Log Copy to dipboard Save Copy
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Opening the virtual machine directly in VMware

Once VFC has generated the virtual machine, it can be directly opened in VMware. To do this, please
proceed as follows:

1. Ensure that VMware is launched with Administrator privileges (see above and FAQ)

2. Select File / Open

File | Edit View VM Team Windows Help

New

Open... Ctrl+O

Import or Export...
Import Windows XP Mode VM

Connect to ACE Management Server...

Map or Disconnect Virtual Disks...

Exit

3. Click Power On

4. If necessary, press F2 to access the VMware BIOS setup tool or Esc to access the boot
menu

File Edit View VM Team Windows Help = B 01[D]& B oEaes D=EE &%

() VFC - New Virtual Machine

PhoenixBIOS 4.0 Release 6.0
Copyright 1985-2001 Phoenix Technologies Ltd

All Rights Reserved mwa re
Copyright 2000-2009 UMware, Inc.

UMware BIOS build 315

ATAPT CD-ROM: UMware Uirtual IDE CDROM Drive
Mouse initialized

Press F2 to enter SETUP, F12 for Network Boot, ESC for Boot Menu

[To direct input to this VM, click inside or press Ctrl+G. [CT=1=XX = | &=

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317 Page | 22



V- F)-C

VFC User Guide

J evidence you can trust

Advanced: Changing the VMware boot order

The default boot order is Floppy Disk, Hard Disk then CD-ROM. Typically, the Boot Menu will need to
be accessed in circumstances where you wish to boot from a CD or an attached ISO image. It may also
be necessary to change the boot order if multiple (virtual) hard disks are present.

To access the VM boot menu, proceed as follows:

1. Start the virtual machine
2. Quickly, click into the virtual machine (so the keyboard input is captured)
3. When prompted, press F2

4. Select the desired boot item:

2. +Hard Drive
3. CD-ROM Drive

<Enter Setup>

TIP: You can also use the keyboard shortcut “Ctrl + Alt” to switch between inputs. Once you are
focused on the VM, access to the virtual keyboard will be enabled and pressing the ‘Esc’ key will
display the Boot Menu. The Keyboard shortcut ‘Ctrl + Alt’ can also be used to switch between VMware
application key-entry (the main VMware window) and interacting with the VM itself.

TIP: VFC will set the boot delay to 3 seconds (3000 milliseconds) to allow easier access to the boot
menu. This value can be manually increased further by editing the generated .vmx file and adjusting
the ‘bios.bootDelay’ setting. To allow a 10-second delay, set this value to ‘10000°.

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317 Page | 23



V- (F-C (o) MD5

VFC User Guide evidence you can trust

Changing default behaviour with VFC Options ?:‘:

The VFC Options screen may be opened by click the “cog” icon. This allows advanced features of VFC
to be customised. In most cases, these should not need to be changed:

WFCva x

Options Overrides

Fix mass storage (fail to boot) driver issues Drive Interface | — AutoSelect — >

Create baseline snapshot 05 Folder | - AutoDetect — >

[]Logon command prompt (%P only)

[ ] administrator logon on welcome screen (5P only)

Initial Screen Resolution (XP Only) | 1024 x 768 (Recommended)
[ split virtual disk into 2GE chunks
Process and message delay controls

{(Primarily for use on BootCamp Windows installations on
Apple Mac Pro Tower based Host Systems with HFS drivers installed

Disable auto reboot on system crash

Fis known' VM conversion problems and active - Set Process Delay to 3125 or higher)
Fix XP WPA (XP Only) Message Delay (miliseconds) Ijl =
Inject Windows Generic Password Reset (GPR) tool [1]
Limit RAM to 2G5 Process Delay (miliseconds) Ijl :
Save Settings Load Saved
as Default Settings

[1] GPR. tool will nermally start automatically a few seconds after VM start-up.
If it fails to start, try quickly pressing Shift Key five times or Windows Key-+HJ or the Ease of Access icon (if available)

%
=

The available settings have the following meanings are described in the table below:
Feature / Setting Meaning / Use
Fix mass storage issues Automatically correct known problems when

moving from one mass storage architecture to
another. This feature is enabled by default and
will resolve most STOP 0x7B errors during
Windows guest OS start-up.

Create baseline snapshot Create a virtual machine snapshot before first
launching the VM. You can quickly revert to this
snapshot if the VM becomes damaged or you
wish to return to the initial guest start-up state
without re-creating the VM. This feature is
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enabled by default.

Note: This feature is compatible with both
VMware Player and VMware Workstation.
However, VMware player does not provide a user
interface to access the snapshot feature. This is a
limitation of VMware Play.er

Logon command prompt (XP only)

Display a system-level (root) command prompt
on the login screen. This feature is only available
for Windows XP. For later systems, we
recommend using the GPR feature (see below)
which provides the same feature on all supported
Windows operating systems.

Administrator logon on welcome screen (XP only)

This feature is deprecated and will be removed in
a future release. We recommend using the GPR
feature (see below) which provides the same
feature on all supported Windows operating
systems.

Split virtual disk into 2GB chunk

Split virtual machine disk files into 2GB chunks.
This may be necessary if the files are stored on a
file system that does not support large files (e.g.
FAT).

Disable auto-reboot on system crash

Prevent Windows guest OS from rebooting if
start-up fails. This can be useful to diagnose and
troubleshoot start-up problems.

Fix ‘known’ VM conversion problems

Correct a variety of VM conversion problems
caused by problem hardware, drivers, software
and OEM utilities. This feature is enabled by
default.

Fix XP WPA (XP only)

Temporarily disable Windows XP product
activation.

Inject Windows Generic Password Reset (GPR)
tool

Install the VFC Generic Password Reset (GPR) tool
to Windows guest OS. This tool may be used to
reset passwords and gain access to accounts
secured with a “live” account.

Limit RAM to 2GB

Limit guest OS RAM to 2GB. The default is to use
the RAM size last used (if known). This feature
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may be used to work around problems with older
operating systems that have issues with large
RAM size.

Driver interface

Override the mass storage interface used by VFC.
Typically, VFC will automatically select a mass
storage interface based on analysis of the guest
OS. VFC prefers the SCSl interface but will also
use IDE or SATA in certain circumstances. This
feature may be used to override the default
selection if the guest OS fails to boot. In this case,
we recommend selecting the option that matches
the original hardware configuration

Tip: This may be necessary if VFC is unable to
access the guest OS system files. For instance,
this can happen if the guest is secured with
BitLocker.

OS folder

Override the target OS folder used by VFC. In
most cases, VFC will correctly detect the
Windows OS folder that contains the system files.
However, on some systems with non-standard
configuration or dual-boot this may fail. Use this
operation to override the default target folder.

Initial display resolution (XP only)

Configure the guest OS display resolution. This
feature is only available for Windows XP

Message delay

This feature is no longer used and will be
removed from a future release of VFC.

Process delay

This feature is used by Technical Support to
workaround problem host system configurations.

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317

Page | 26




V(FC (o) MD5

VFC User Guide evidence you can trust

Modify Hardware tab (add additional hard drives, network cards etc.)

The Modify Hardware tab may be used to conveniently add or remove hardware from the virtual
machine configuration directly from within VFC. This may be useful to add additional virtual hard
disks or enable networking. A similar feature is directly available in VMware and this may also be used
to modify the VM configuration.

To modify hardware, please proceed as follows:

1. Click Modify Hardware

Create VM | Modify Hardware | patch VM f Restore Points  Password Bypass  Standalone VM Settings / Tools  Mount / Explore VM License  About

| | Select VM
2. Click Select vM
3. Locate the desired virtual machine (VMX file) and click Open:
|Z| WFC v5- Select ".wmx configuration file >
T » ThisPC » MNewVolume (D:) » vm v ] Search vm pel
Crganise » New folder =~ T @
* Downloads * Mame Date modified Type Size
b Music Ifﬁl Case 25-023783.vmx 05/03/2020 16:49 VMware virtual m... 4KB
&= Pictures
B videos
‘ie Local Disk (C v
File name: | Case 23-023783 . vmx v | WMX Files (*wmix) o
| Open Cancel
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4. Review the virtual hardware configuration:

Virtual Machine Settings

Device Summary
8% Processors 1
EH Memory 2043 MB
@Syst&m Start Time 30/10/2013 23:06:10
l£'" Sound Card Present
@USB Controller Present
E] Floppy Physical
(=) Optical IDE 1:0 Physical
{=iHard Disk SCSI0:0 Disk (egacy)
Annotation
Device Count 9

5. If you wish to add hardware, click Add and follow the on-screen wizard

6. Similarly, if you wish to remove hardware, click Remove

For example, to add a virtual hard disk, proceed as follows:

1. Click Add

2. Select Hard Disk and click Next:

Add Hardware Wizard

Hardware Type
Select type of hardware to add

ieiHard Disk
.2 )Optical Drive
@USB Contraller
'C"' Sound Card
Net'.-\'curk Adapter
E] Floppy Drive

3. Select a disk type and a driver interface:

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317

()

MD5

evidence you can trust

Page | 28



V- (F-C (o) MD5

VFC User Guide evidence you can trust

Add Hardware Wizard

Add Hard Disk Drive
Select type of hard disk

Select Disk Type

(®) Use Physical / Mounted Disk
() Create new {unformatted) virtual disk

(0) Use existing virtual disk

Device Interface
Interface: |SCSI ~

TIP: If you wish to add another forensic image, mount that image using VFC Mount (or your
preferred mount tool) and then select User Physical / Mounted Disk. The driver interface should
normally match that used for the main system disk. In most cases this is SCSI. The exception to
this rule is that older (Windows NT 3.x and Windows 9x) systems will typically require IDE and
contemporary UEFI-based systems will typically require SATA. If in doubt, try the interface used
on the original hardware.

4. Click Select and select the desired physical (or emulated) disk, the enter a virtual disk file
name and other required disk properties:

Add Hardware Wizard x

Specify Physical Disk
Select physical disk

Add Physical Disk
W \PhysicalDrive3 Select

Associated Virtual Disk File

Spedfy virtual disk file name (.vmdk assumed):

| Data disk| Browse...

Disk Properties
(®) Store virtual disk as a single file

() split virtual disk into multiple files
Create disk redo file (required for write access to read-only media)

5. Click Finish and then Save to complete the process
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VMware SCSI warning

When starting the VM for the first time, you may see the following message:

WFC - Mew Virtual Machine - Vhware Workstation =

Yas ‘fou are using a SCSI physical disk, SCSI physical disk dual-boot
Q\ performance is poor. The installed operating system might not
boat carrectly in the VM. However, SCSI physical disks operate
normally if used exdusively within the YM,

[]Do not show this hint again

This message indicates that VMware may perform better with a non-SCSI mass storage interface.
However, VFC prefers the SCSI interface because, whilst it may have marginally poorer performance it
is more likely to result in a successful VM conversion. In most cases, you can safely tick the box and
ignore this warning.

Patch VM / Restore Points tab (VM repair)

The Patch VM / Restore Points tab may be used to repair an existing VM that fails to boot or is
otherwise not functional. This re-applies the various compatibility changes provided by VFC and is
similar to the process used when creating a new VM. This procedure can be particularly useful after
using the Windows System Restore feature to restore the guest system to a previous point. This may
remove the changes made by VFC and leave the system in an unusable state.

To patch a VM, please proceed as follows:

1. Click Patch VM / Restore Points:

Create VM Modify Hardwarel Patch VM ( Restore Points Iﬂassword Bypass Standalone VM Settings fTools Mount /Explore VM License  About

Patch VM / Windows Restore Point Forensics

2. Click Select VM, locate the desired virtual machine (VMX file) and then click Open:

Source VM: | | Select VM

3. If prompted, select the target system partition (this is only necessary if multiple partitions are
present)
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4. Click Patch VM and wait for the operation to complete (this will typically take a few seconds):

Source VM; | D:\wm'Example Case.vmx | | Select VM I
Disk: | Example Disk-000002, vmdk | Patch VM
Volume: | 1: 114469 MB NTFS | Launch YM

5. Click Launch VM to start the virtual machine and confirm that it is now functional

Password Bypass tab (PWB)

The Password Bypass tab may be used to gain access to password protected Windows systems. The
PWB operates by performing an in-memory patch on the guest OS to temporarily disable password
authentication. This is useful to gain temporary access and the normal configuration is restored when
the VM is next restarted:

Create VM  Modify Hardware Patch VM / Restore Points | Password Bypass |Standalone VM Settings [ Tools  Mount f Explore VM License  About

VFC Windows Password Bypass

TIP: The PWB feature can be very useful but does not support Windows “live” accounts. To access
these accounts, a system-level (root) command prompt and make persist password changes please
use the Generic Password Reset (GPR) feature. This is described later in this guide. Please note that
PWB is currently only available for Windows guest OS.

To use the PWB feature, please proceed as follows:

1. Start the Windows-based VM and wait for it to boot to the login prompt

2. Attempt to log in with any password (this will fail)
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3. Use VMware to suspend (pause) the virtual machine:

':_'33 VFC - Example Case - VMware Workstation

Player = - &I B T &

Power On

Shut Down Guest
Suspend Guest
Restart Guest

4. Open VFC and click Password Bypass

5. Click Select VM, locate the desired virtual machine (VMX file) and then click Open:

WMware VMY configuration file:

| _ i | || Select vM ||

6. If prompted, select the target system partition (this is only necessary if multiple partitions are
present)

7. Click Apply PWB to patch the virtual machine:

VMware VMX configuration file:

| D:Ywm\Example Case.vmx | I Select vM
VMware suspended machine VMEM file:
| D:\wm'Example Case-Oceee 762, vmem | Apply PWB
=g Resume VM
[Juse fuzzy search logic {thorough, but slower) Less Strict (more false postives) Mare
Extract Data
(for support)

TIP: The message “No associated memory file (*.vmem) present” indicates the VM is not in a
suspended start. Please launch the VM, wait for it to boot and suspend it using VMware before
trying again.

8. If the process is successful, click Resume VM
9. Attempt to login to any local account using any password
TIP: This process cannot be used for Windows “live” accounts. Please use the GPR feature to access

such accounts. This is described later in this guide.
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Troubleshooting PWB

In some cases, VFC PWB may not be successful. For instance, this can happen if the guest Windows
edition/revision has not been encountered before. In this case, the “fuzzy logic” feature may be used
to speculatively apply a PWB patch. This may not work in all cases but may be successful if the
Windows edition is similar to a previous version.

To use “fuzzy logic”, please proceed as follows:
1. Setup PWB as described above but do not click Apply PWB
2. Tick the “Use fuzzy search logic” checkbox

Advanced
Use fuzzy search logic (thorough, but slower) Less Strict {more false postives) I Mare

3. Click Apply PWB

TIP: In some cases, fuzzy logic may fail or produce false positives that lead to an unusable virtual
machine. In this case, try adjusting the slider to make the process more or less strict. Less strict will
result in more false positives and may increase the chances of producing an unviable VM.

In some cases, PWB may fail even with the “fuzzy logic” option enabled. In this situation, we would
suggest you try the following:

1. Check that you are using the latest PWB definition file:
a. The current PWB file is shown at the bottom of the PWB tab:

Using PWE definition file 'C:\Program Files\MD5 Ltd\WFCS\PWES.BIN' created 20200123 095257 [315]

b. Please visit the VFC website and check if a newer PWB file is available
c. Please see the VFC FAQ for PWB definition installation instructions

2. Try the Generic Password Reset (GPR) feature. This supports a wider range of scenarios than
the original VFC PWB feature including “live” accounts

3. Use the password hashes to crack the original password
4. Send VFC Technical Support a copy of relevant Windows system files from the guest OS. This

does not include any confidential or case-specific data. To do this: Click Extract Data and
follow the on-screen instructions to generate a VFC5.PWB file
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Generic Password Reset feature (GPR) for Live ID account access

The Generic Password Reset (GPR) feature provides a powerful alternative to the original VFC PWB
feature. It uses a completely different technique that can be used to make permanent account and
password changes:

e Change Windows online “live” user accounts to “local” user accounts
e Reset password for local accounts to a known value
e Launch a Command Prompt with system-level privileges

GPR operates by injecting a VFC software component directly into a Windows-based virtual machine.
This feature is enabled by default and may be disabled using the VFC Options dialog. GPR displays a
console (text) application on the login screen which can be used to list and manipulate user accounts
and launch a system (root) command-prompt.

"?_53 WFC - Example Case - VMware Workstation

Player ~ o B » | &

. You can minimize thisz window if you don’t need it now. Maximize again wvhen required.

. If this window iz not vizible, try presszing ALT-TAB to bring it to the front again.

. Winl® ‘online’' accounts must bhe converted to *local’ accounts bhefore GPR can be used.

. Resetting account password will provide access to target account environment but may
not provide accessz to all data secured with original password.

Main Menu

List local user accounts

Rezet local user password

Enable~sdizabhle local user account

Convert ‘online’ accounts to 'local’ accounts (reguires restartd
Launch SY¥STEM command prompt

Resztart system

Uninstall GPR tool {permanent, requires restart?

Quit

M
Microzoft® ‘ ..""
Windows

To begin, click your user name
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The GPR tool usually starts within a few seconds of the logon desktop being displayed and emits a
beep sound as it starts. If the tool is not visible, please try one of the following techniques:

a. Press Alt-Tab to cycle trough available applications
b. Press shift five times (Windows XP)
c. Click the Windows Ease of Access icon (Windows Vista and later)

TIP: If the GPR tool is still not visible, please see the VFC FAQ for troubleshooting tips.

To use the GPR feature, please select an option from the menu and follow the on-screen instructions.

Listing local accounts

To list local accounts with GPR, press 1 and note the Username (not display name) field of the desired
account:

rd permitted

rd permitted) ( cann [« ge p ) ( rd never exp

user ounts found

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317 Page | 35



V- F-C o) MD5

VFC User Guide

Change local account password to a known value

To change a local account password with GPR, press 2 and enter the Username (not the display
name) and then a new password:

sername C(EMTER to exit>: MDS
assword: Passwordl
azzword successfully changed to “"Passwordl® (9 charactersd

In some cases, the new password may not need the password complexity rules of the guest system. In
this case, try again with a longer and more complex password (e.g. alphanumeric or with a mix of
cases or including some symbols). For example:

Rezet FPassword

sername C(ENTER to exit>: MDS
assword: Password
assuword “"Passuword' (B characters) does not meet reguirementz. Try a more complex password.

Rezet FPaszsword

sername LENTER to exit)>: MDL
Paszsword: Passwordl
Pazzword successfully changed to "Passwordl™ <? characters?

TIP: Depending on the security policy settings, you may need to enhance the security of your
replacement password before the guest OS will accept it.

Change “live” account to local account

In some cases, GPR may report that “The system is not authoritative for the specified account”. This
typically indicates that the account is a “live” account and cannot be reset using the standard
technique:

Reset Password

n or ‘online’ ount?
; converting ‘online’ accounts to 'local’ accounts and try again.

In this case, press X to convert the “live” (online) account to a local account and then press R to
restart the guest OS:
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‘online® user ( ] account(s).

art before

When the system has restarted, press 2 to repeat the previous procedure and reset the newly
converted local account password:

to "1234" (4 ch 5)

GPR tips and tricks

The GPR feature is very powerful and loads each time the VM starts. The following GPR features may
also be useful:

e Menu C - Launches a system-level (root) command prompt. This can be used for a variety of
tasks including running third-party tools, creating additional user accounts or
extracting/cracking the SAM (user accounts) registry key

e Menu U —Uninstalls the GPR tool so that it no longer launches at start-up. We recommend
using this option before creating a standalone clone VM

e Menu R — Restarts the guest system. This is necessary after converting “live” accounts to local
accounts

e Menu Q- Quits the GPR tool for the current session. The tool will be available again after the
VM has been restarted. Alternatively, you can minimise the GPR window and restore it using
the Alt-Tab keys.

Please note, neither PWB nor GPR currently support bypass of domain authenticated passwords.
This is a focus of on-going research and we hope to provide a solution in the future.
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The Standalone VM tab may be used to copy an existing VFC virtual machine into a standalone VM
that is independent of VFC. This may be useful if you wish the VM to be used by other team members
or exhibited in court or similar. The new VM is free-standing and does not require the original image
files, VFC Mount or other mount tools.

Create VM Modify Hardware  Patch WM / Restore Points  Password Bypass | Standalone VM | settings f Tools  Mount / Explore ¥M  License  About

VFC - Create a standalone VFC VM

TIP: A standalone VM may take some time to generate and, once created, will no longer have access
to the features of VFC. We recommend that you configure the VM fully using VFC before using this
feature. Typically, this may mean resetting account password using PWB or GPR, updating drivers and
installing VM Tools.

TIP: Please remember that a standalone VM is a copy of the original VM at a point in time. Subsequent
changes to the standalone copy will be retained in the copy and it will no longer be a (forensic) copy of
the original material.

Preparation for standalone clone VM

Before creating a VM Standalone Clone, we recommend that you complete the following:

1. Install VMware Tools

% ([0 File Edit View VM Tabs Help - | & |00
(1) Power

Removable Devices

Pause Ctrl+Shift+P

Send Ctrl+Alt+Del
Grab Input Ctrl+3

Snapshot >
Capture Screen Ctrl+Alt+PrtSen

Manage

Install VMware Tools...

Settings... Ctrl+D

2. Reboot the VM and resolve any outstanding missing drivers. Repeat this process until the VM
starts cleanly as does not display a message similar to this:
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System Settings Change |

Windaws 2000 has Finished installing new devices, ¥ou musk reskart
wour computer before the new settings will take effect,

Da you wank bo restart wour computer now’?

3. Reset passwords to known values. This can be achieved using one of the following techniques:

a. Use the VFC GPR tool to convert Windows “live” accounts to “local” accounts and
permanently change passwords

Or

b. Use the VFC PWB feature to attain temporary system access and then change
passwords using the built-in Windows tools

4. Cleanly shutdown the VM

TIP: You must shut down the VM in VMware before you can use the Standalone VM feature

Creating the standalone clone VM

Once the procedures above have been performed, please proceed as follows to create a standalone
VM:

1. Open VFC and click Standalone VM

2. Click Select VM, locate the desired virtual machine (VMX file) and then click Open:

WMware VMY configuration file:
| | || Select VM ||

3. Click Select Target and choose a location for the target virtual machine (VMX file)

4. Click Export Clone
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Launching the standalone clone VM

Following the creation of the standalone clone VM, you can copy the new VM to another folder or
backup medium and then launch it independently using VMWare Player / Workstation.

In some cases, the following message may be displayed when the VM is first started. Please click I
Copied It to continue:

VFC - New Demo Windows 10 Virtual Machine - VMware Workstation X

'0' This virtual machine might have been moved or copied.

— In order to configure certain management and networking features, VMware
Workstation needs to know if this virtual machine was moved or copied.

If you don't know, answer “I Copied It".

IMoved 1t | [ 1 Copied 1t [ Cancel
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Settings / Tools tab

The Settings / Tools tab may be used to configure the host system for use with VFC and VMware. The
principal use of this tab is to modify the host system mount behaviour to avoid the notorious
“Physical Disk In Use” (PDIU) error in VMware:

Create VM  Modify Hardware Patch WM f Restore Points  Password Bypass  Standalone vM | Settings /Tools |Mount / Explore VM License  About

Windows Mount Behaviour (Experimental)

This error occurs because the host Windows system can attempt to mount the emulated physical disk
used by VFC/VMware and then lock it. This prevents VMware from acquiring exclusive access to the
disk and leads to the VMware error message “Physical drive already in use”:

|'6'| The physical disk is already in use

= Cannot open the disk 'C:\Users\ain.Mash\Documents\VFC
Demo Files\Wew Virtual Disk-000002.vmdk' or one of the
snapshot disks it depends on.

Module 'Disk’ power on failed.

Failed to start the virtual machine.

TIP: We recommend using VFC Mount as the preferred mount tool because it contains features which
have been specifically designed to minimise this problem and improve compatibility with VMware.
This feature may not be available in third-party mount tools.

To resolve this problem please proceed as follows:

1. Unmount any existing images, close your mount tool and close VFC

NB: You can quit VFC Mount by right-clicking on the notification area icon and selecting “Exit”.
Alternatively, reboot your machine.

2. Re-start VFC and navigate to the Settings/Tools tab
3. Tick the Disable automatic mounting checkbox. This disables the default Windows behaviour.

NB: It will also mean that future drives mounted on your system are not automatically
assigned drive letters. You can assign them manually via the Windows Disk Manager tool

4. Click the Discard Offline Mount Points button and follow the on-screen instructions. This
discards the Windows history of previously mounted disk/drive letter assignments. It ensures
that any images previously mounted on the system are forgotten and will not auto-mount
again in the future.
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Create VM Modify Hardware Fatch VM [ Restore Points  Password Bypass  Standalone WM| Settings [ Tools

Windows Mount Behaviour (Experimental)
The Windows® operating system automatically mounts new disks ar

[/ Disable automatic mounting This behaviour is normally desirable but can interfere with virtualisal
can happen with both physical and emulated physical disks. The mo:
attempting to start a VM.
Discard Offine Mount Points Suggested resolution:
« Tick the checkbox to disable automatic mounting (this will .
See: YMware KB 2046678 « Whilst no additional disks are attached / mounted, dick th

5. Start VFC Mount. This has the same checkbox and it should already be ticked:

[~ Disable autematic file system mounting (improve virtualisation compatibility)

TIP: Occasionally, Windows can lock a disk and refuse to release it. If this happens (including with VFC
Mount) try rebooting the host system. This will resolve the problem in most cases. The following
article from VMware provides more technical information on the issue:
https://kb.vmware.com/s/article/2046678

Mount / Explore VM tab

The Mount / Explore VM tab may be used to mount an existing virtual machine disk and manipulate
the file system that it contains. This can be used to conveniently transfer files both to and from the
VM and make other configuration changes before starting the virtual machine:

Create VM Modify Hardware  Patch VM [ Restore Points  Password Bypass  Standalone VM Settings ,.'TDDII Mount fExplore Y™ license  About

Mount / Explore

The feature is very powerful but could also inadvertently expose the host (examination) system to
files and programs within the guest VM environment. For this reason, we recommend that the
feature is used cautiously and only after assessing the risks involved. The feature currently has the
following requirements and limitations:

e The VM must be in a shutdown state (not running or suspended)

e The VM must be unmounted before attempting to use other VFC features or VMware

e Only Windows-compatible file systems (FAT and NTFS) are currently supported

e Copy / Paste outside of VFC is limited because VFC runs as an elevated (administrator) process
and Windows Explorer typically does not. To avoid problems, we recommend only using the
user interface within VFC for copy/paste.
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e GPT partitions are not currently supported
To explore a VM file system, please proceed as follows:

1. Click the Mount / Explore VM tab

2. Click Select VM, locate the desired virtual machine (VMX file) and then click Open:

Source VM: | | Select VM

3. If prompted, select the target system partition (this is only necessary if multiple partitions are
present)

4. Click Explore VM and wait for the mount operation to complete (this will typically take a few

seconds):
Source VM: | D:wm'Example Case.vmx | I Select VM
Disk: | Example Disk-000002. vmdk | Explore YM
Volume: | 1: 114469 MB NTFS | Launch ¥M

5. Read the security warning and, if you wish to continue, click Yes:

Security warning

Warning: Exploring the VM file system will expose the host
system to data and programs in the virtual machine, This
should be done carefully to avoid launching unknown
programs from the guest system that could damage or infect
the host system. We recommend that appropriate security
precautions are made. Proceed?

6. Use the file system dialog to copy/paste files and make any required system changes

TIP: We recommend confining file operations to within the dialog. Do not try to copy/paste from
the dialog to Windows Explorer or vice versa. This will typically fail unless Windows Explorer is also
running as an elevated process.
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Guest mounted as F:
Organise » Give access to « MNew folder ==« [ 0
Mame Date modified Type Size
s+ Quick access
SRECYCLE.BIN 3/ 18 File folder
[ Desktop »
Documents and Settings 31/ 118 File folder
J_' Downloads 4 Program Files 3171072018 File folder
[=| Documents * System Volume Information 31/ 18 File folder
& OneDrive * WINDOWS 3/ 118 File folder
Bootdisk »* AUTOEXEC.BAT 31/ 118 Windows Batch File DKB
include -+ boot.ini 31/ k] Configuration sett... 1KE
CONFIG.SYS 3/ 118 System file DKB
@& OneDrive 10.5YS 31/10/2018 0 System file 0KB
3 This PC MSDOS.SYS 3/ 118 System file DKB
o NTDETECT.COM 4 MS-DOS Applicati... 47 KB
=¥ Network ntldr 04 System file 245 KB
pagefile.sys 31/10/2018 12115 System file 2,005,104 KB
13 items =9 =
Command Prompt Close

7. If necessary, click Command Prompt to open a command prompt on the target file system.
This may be useful to perform more complex modifications.

TIP: Please remember to close the command prompt when finished and before attempting to
unmount the VM.

8. When finished, click Close to unmount the VM
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Experiencing the original user’s Desktop

Following the successful creation of a virtual machine and bypass of user passwords, you should be
able to login to the desired user account and experience the user’s original desktop environment.

Depending on the original hardware and the number of changes made by VFC, it is quite likely that
you will experience several operating system prompts to install new hardware and sometimes to
reboot. If the VM is stable, and you only intend to access it briefly, you can usually safely ignore these
prompts. However, if the VM is not fully usable or you intend to use the system for a prolonged
period or to create a standalone VM, we recommend that you install VMware Tools, complete any
outstanding driver installation and if prompted, reboot. This will typically result in a more stable and
usable virtual machine experience.

Installation of VMware Tools can resolve problems such:

e Incorrect screen resolution / colour display
e Jumpy mouse
e Poor VM performance

You may also like to manually modify the following:

e Screen resolution
e Enable/disable sound
e Enable networking (with caution)

Please see the section below for tips on installing VMware Tools.
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VMware Tools Installation

In most instances, we recommend the installation of VMware Tools. This will typically take a minute
or two. To install, please proceed as follows:

1. Click the VM/ Install VMware Tools (other methods are also available):

iy File Edit View VM Tabs Help - | B0 00
(1) Power

Removable Devices

Pauze Ctrl+Shift+P

Send Ctrl+Alt+Del
Grab Input Ctrl+G

Snapshot ]
Capture Screen Ctrl+Alt+Prt5cn

Manage
Install VM ware Taools...

Settings...

2. Follow the on-screen prompts
3. If prompted, Restart the guest OS
TIP: Installing VMware Tools will typically generate a Windows System Restore checkpoint. This may

lead to the deletion of a previous checkpoint and associated data. If this may be relevant to the
specific case, we would suggest that you avoid installing VMWare Tools.

TIP: Use of Windows System Restore to a previous point-in-time will also uninstall VMWare Tools and
may lead to an unbootable VM. In this case, use the Patch VM/ Restore Point tab to fix the VM and
then install VMware Tools again if necessary. An example of this scenario is given below.

Detailed information on VMware Tools is available in the VMware Workstation User’s Manual:

https://docs.vmware.com/en/VMware-Workstation-Pro/15.0/workstation-pro-15-user-guide.pdf
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2

Example: Using Windows System Restore and VFC Patch VM / Restore Points tab

It may be desirable to use the Windows System Restore feature to “rewind” a VM to a previous point-
in-time. In many cases, this will lead to the VM becoming unbootable because the system restore
process will also remove the compatibility changes made by VFC. The following section explains how
to use System Restore and then the VFC Patch VM / Restore Points tab to repair the VM so that it be
used within VMware again.

The following example is for Windows XP. A similar process may be used for later operating system:

1.

2.

Launch the Windows System Restore utility:

r VFC - New Virtual Machine - VMware Workstation
e

rFiIe Edit View VM Team Windows Help

e Internet

— E-mail

20
WS System Restore

S calaulator

soft Office Pow

| (5 VFC - New Virtual Machine

My Computer ‘

My Blustooth Places

@ SetProgram Access and Defaults
%C Windows Catalog

R Windows Update

@ catalyst Control Center

@ Games

@ v

@ HP Backup &Recovery

@ Intervideo WinDVD

@ LightScribe Direct Disc Labeling
@ Microsoft Office

"Il @ POF Complete

@ Roxio
@ stertup

| HP Notebook Accessories Product Tour

@ HP ProtectTools Security Manager

;
@ InstantEffects
@ Microsoft SQL Server 2005

@ Hitachi Finger Vein Authentication System

i@ vigiance Pro
LiveUpdate Notice

@ winRar

@ Mount Image Pro v2

[E) Virtual Forensic Computing

nle  Geab D880 o

@ webex
i@ Google Chrome

@ QuickTime

() spple Software Update

I @ Accessibility

@ communications

@@ Entertainment

@ Microsoft Interactive Training
f& System Tools

) Address Sook

& Calculator

BN Command Prompt

@ nNotepad

Y Paint

@) Program Compatibility Wizard

€ synchronize

[ & secen

4B Character Map

& Disk Cleanup

& Disk Defragmenter

# Files and Settings Transfer Wizard
(9 scheduled Tasks

® security Center

) System Information

To direct input to this VM, click inside or press Ctrl+G.

Follow the on-screen prompts to select a restore point and then wait for the restore process
to complete (this may take some time):
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r VFC - New Virtual Machine - VMware Workstation
————_

File Edit View VM Team Windows Help

1 {3 VFC - New Virtual Machine

=

My Computer

¥ System Restore

Welcome to System Restore

You can use System Restore to undo harmful changes to
your computer and restore its settings and performance.
System Restore returns your computer to an earlier time
{called a restore point) without causing you to lose recent
sork, such a5 saved documents, &-mai, or istory and © Hestine iy commuter 1o n earier fis
favorites lists.

To begin, select the task that you want to perform:

(O Create a restore point
Any changes that System Restore makes to your computer
are completely reversible.

Your computer automatically creates restore points (called
system checkpoints), but you can also use System Restore
to create your own restore points. This is useful if you are
about to make 2 major change to your system, such as
installing a new program or changing your registry.

System Restore Settings

To continue, select an option, and then dick Next.

E systemRestore

To direct input to this VM, click inside or press Ctrl+G. \E‘g o El @d o | 3@

File Edit View VM Team Windows Help

!;

My Computer

t System Restore

Select a Restore Poin

The following calendar displays in bold all of the dates that have restore points available. The list displays the
restore points that are available for the selected date.

Possible types of restore points are: system checkpoints (scheduled restore points created by your computer),
manual restore points (restore points created by you), and installation restore points (automatic restore points
created when certain programs are installed).
1. On this calendar, click a bold date. 2. On this list, click a restore point.

010 > 12 July 2010
Fri 7:24 Installed iTunes

To direct input to this VM, click inside or press Ctrl+G. h| =) @a s | @
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File Edit View VM Team Windows Help

t System Restore

Confirm Restore Point Selection

Selected restore point:

12 July 2010
21:17 Installed iTunes

cess does not cause you to lose recent work, such as saved documents or e-mail, and is completely

Important: Before continuing, save your changes and close any open programs.

n Restore may take a moment to collect information ! selected restore point before
r computer.

To restore your computer to this date and time, click Next.

start & Ssystem Restore

To direct input to this VM, click inside or press Ctrl+G. e=1=1 N = | &=

3. Re-start the VM and confirm that it starts normally. It may enter a reboot loop or fail with a
message similar to the following:

PrEErr—— . e

| File Edit View VM Team Windows Help o (B]ex

(3 VFC - New Virtual Machine

To direct input to this VM, click inside or press Ctrl+G. [OT= 120 = | =
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4. This behaviour is very common and occurs because the VMware storage drivers that were
injected into the VM by VFC have been removed.

5. To resolve this problem, Power Off the virtual machine (do not suspend it):

. _ : ary
[ VFC - New Virtual Machine - VMware Workstation " L - anl e 2 S

file Edt View VM Tem Windows Hep - @ 01[D)® B GD D08 DEE & [

- New Virtual Machine

0 Please check that you have shut down your guest operating system before powering
off.
Are you sure you want to power off the virtual machine "VFC - New Virtual Machine™?

Do not show this message agan

Start Hindows Normall

up and dc arrow key
tart

To direct input to this VM, click inside or press Ctrl+G. E £l
! SOCHEESINER |5 U FIA o e = < R L =,

6. Open the Patch VM / Restore Points tab in VFC:

Create VM Modify Hardware| Patch VM /Restore Points  Password Bypass  Standalone VM Settings [ Tools  Mount / Explore VM License  About

Patch VM / Windows Restore Point Forensics

7. Follow the instructions in the earlier section to repair the VM and then launch it again.

8. Restart the VM
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Re-Open an existing VM

VFC allows an existing virtual machine to be re-opened and launched in VMware. This can be done
using either the Open Existing VM button on the Create VM tab or via one of the Launch VM tabs
located elsewhere within VFC:

Open Existing
WM

Launch ¥M

These buttons are provided for convenience and allow you to quickly use the virtual machine after
creating or modifying it using VFC. You can also achieve the same outcome by launching the VM
directly with VMware.

TIP: Please remember that a VFC created virtual machine relies on one or more emulated physical

disks. These are provided by VFC Mount or other third-party mount tools. Please remount any requires
images (in the same order) before attempting to launch a VM.
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VFC Command Line Interface (CLI)

VFC also supports a command-line interface (CLI). This can be used to automate certain VFC tasks and
is typically used in batch processes that image and then create virtual machines with little manual
intervention. The supported commands can be displayed by using the VFC5.EXE /? Command:

VFC w5 *
Syntax
/Mounttool Launch VFC Mount (if not running)
/Mount:Filename Mount specified image file(s)
JUnmount:Devicename Unmount specified virtual device
SUnmountall Unmaount all virtual devices
JOpenTab:TabMame Open specified tab
/MoSplash Do not display splash screen
/7 Display this syntax

Where TabMame may be one of:

SMain Open main tab (default)
/Hardware Open VM hardware tab
/RPF Open restore points tab
/PWB Open password bypass tab
SstandaloneVii Open standalone VM tab
/Settings Open settings /tools tab
SExplore Open mount / explore tab

The VFC Integration components for EnCase and X-Ways Forensics use the VFC CLI interface. Please
see the section below for further details. The /MOUNT and /UNMOUNT commands directly interface
with the VFC Mount too. This avoids the need to separately launch VFC Mount.

In some cases, it may be useful to directly command VFC Mount via the CLI interface. To view the
supported syntax, use the command: VFCMOUNT32.EXE /? or VFCMOUNTG64.EXE /?:

VFC Mount v5 >
Syntax:

/Mount:Filename Mount specified image file(s)
SUnmount:Devicename Unmount specified virtual device
SUnmountall Unmount all virtual devices

7 Display this syntax
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VFC CLI integration with third-party forensic analysis tools
VFC ships with integration components for the following third-party analysis tools:

e X-Ways Forensics X-Tension (v18 and later)
e EnCase EnScript (v6 and later)

The integration components allow you to directly launch VFC from within the above forensic analysis
suites and quickly create and launch a virtual machine from the case files.

The integration components are located in the Integration sub-folder of the VFC installation:

I = | Integration - O X
Home Share View e
<« v P » ThisPC » Local Disk (C:) » Program Files » MD3Ltd » VFCS » Integration ~ @ Search Integration 2
hd MD5 Ltd ) MName Date modified Type
VFC4 EnCase 05/07/201912:41  File folder
v | VFCS XWF 2019 12:41 File folder
v Integration = Readme.tbd f05/201911:10 Text Document
EnCase
XWF
Open Source
YFCMount
v £ >
3 items =

Whilst the integration components operating in different ways, they all ultimately provide the same
functionality:

e Directly mount supported case image files in VFC Mount (.EO1, .Ex01 etc.) *
e Prepare VFC environment for VM creation
e Allow a VM to be created and booted in ~ 2 minutes

* Currently the EnCase EnScript only supports .EO1 and.Ex01 format images. This is a limitation of
EnCase. The X-Ways Forensics X-Tension supports any formats supported by both by X-Ways and VFC
Mount. In some cases (e.g. .AFF4) a third-party plug-in may be required to enable specific image
support in X-Ways.

TIP: Before attempting to use the third-party integration components, please start VFC, mount an
image using VFC Mount and manually create a VM at least once. This ensures all of the underlying
features are enabled.
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Please see your EnCase documentation for detailed instructions on how to install and use EnScripts.
The following walkthrough describes the process for EnCase v6 (the instructions for v8 are slightly

different). Please proceed as follows:

1. Confirm that VFC/VFC Mount are operational by manually mounting and image and creating a

VM at least once.

2. Locate the EnCase EnScript folder

3. Copy the appropriate LaunchVFCvXXX.EnScript from the VFC Integration folder to the

EnScripts folder:

I 4 = | EnScript

Home Share View

<« v M » ThisPC » Local Disk () * Program Files » EnCasef » EnScript »
~
Pregram Files ~  Name
-Zip Examples
AccessData Forensic
Adobe Include
CanonBlJ Main
Common Files “i% LaunchVFCv6.EnScript
“I% LaunchVFCvTvB.EnScript
Dokan

# Source Processor.EnPack
EnCasef

B items

4. Restart EnCase

v D

Search EnScript

Date modified

- O *
L 7]
0o
Type
File folder
File folder
File folder
File folder

EnCase Script File
EnCase Script File
EnCase Package

>

'

5. EnCase should discover the new EnScript and display it in the EnScript panel (normally bottom

right):
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fhtid -
BT EnCase Forensic — O X
File Edit View Tools Help
u;}New LjOpen Q Save (= Print = Add Device %Seardﬂ Refresh ¥ Close E'E.ﬂcquire
|ﬂ Cases| ® Table i Report | Gallery }jﬂmellne D Disk "’[3 Code
~} Home Entries Bookmarks Seard b i In File File File i ipti
@ |EE | ED \X MName | Filter R + | Ext Type e Signature Description e
|:E Home| oleFile Extents @ Permissions (4P| 1 cwC Volume, Sector 2048-20...
5 ORf % Entries O 2|@D Volume, Sector 2050048...
-8 [ VFC Win10 Demo Image - GOOD O 3 |s=E Volume, Sector 2071648...
[l 4|seF Volume, Sector 3175448...
[ 5|set Volume, Sector 3209216...
=3 E::_’j Unused Disk Area File, Unallocated Clusters
£ >
|E| Text| @Hex tj] Doc Transcript [ picture EReport [ console @ Details & output [ Lock [ Codepage B 2f302101 |">[3 EnScr'pt| ‘-%Hns I Filters ({2 Conditions 4 »
- Ensaript
[ Examples
=) Forensic
o
Empty File l LaunchVFCve
% LaunchVFC
't Source Processor
e VFC Case 1\WFC Win10 Demo Image - GOOD\C (FO 0 LE 1) | Verifying 4:23:00

6. Create a new EnCase case (or load a previous case) containing the relevant disk image(s)
7. Execute the LaunchVFCvXXX.EnScript. This will:

e Mount each supported image in VFC Mount
e Launch VFC and prepare to create the VM

8. Follow the normal VFC process to select any remaining VM options and create the VM
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X-Ways Forensics Integration (XWF)

Please see your X-Ways (XWF) documentation for detailed instructions on how to install and use
third-party X-Tension DLLs. The following walkthrough describes the process for X-Ways v18. Please
proceed as follows:

1. Locate the EnCase VFC5\Integration\XWF folder

| &[] = | xwF - m| X
Home Share View 9
« v <« Local Disk (C:) » Program Files » MD3Ltd » VFC5 » Integration » XWF v @ Search XWF 2

MD35 Ltd " MName Date modified Type Size
VFC4 [E] XT_VFC5 Readmetet 05/07/201910:38  Text Document 2K8
WFCS =] xT_vFCs_32.d 0 10:54 Application extens... 584 KB
Integration %] XT_VFC5_gd.dll 05/07/2019 10:32 Application extens... T16 KB
EnCase
KWF

Open Source

VFCMount

3 items -

TIP: It may be helpful to copy this folder path to the clipboard.

2. Note the DLL appropriate for your XWF environment. This will be one of:

e For 32-bit XWF use: XT_VFC5_32.DLL
e For 64-bit XWF use: XT_VFC5_64.DLL

3. Open XWF (v18 or later)

4. Navigate to the Tools/Run X-Tensions menu
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View Tools Specialist Options  Window Help

20 cue Open Disk... F9

Disk Tools »
File Tools *
qﬁh Open Memaory... Alt+F9
View it+F9
External Programs »
mH Calculator Alt+F2
Hex Converter.., Fa

Compare Data...

Analyze Block F2
Compute Hash... Ctrl+F2
Hash Database... n+F12
§d3  Run X-Tensions... ft+F2
Start Center... ]

5. Click + and browse to the folder containing the XT_VFC5_xx.DLL files:

Run X-Tensions pod
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6. Select the appropriate DLL and click OK:

2

MD5

evidence you can trust

g Select Module

*

Quick access

Desktop

Libraries

Look in: | XWF

] @3 m

Mame

=] XT_WFC5_32.d1l
|2 XT_VFC5_64.dll

Date modified

05/03/2020 13::59
05/03/2020 16:02

Type

Application exten..,
Application exten...

Size

50 KB
55 KB

File name: KT_VFC3_ed.dll

[ o

Files of type: | Executable Files

Cancel

TIP: There is no need to copy the DLL file to the X-Ways folder. Just point XWF at the "Integration" folder.
This will ensure you get the latest X-Tension the next time you upgrade VFC.

To use the X-Tension in XWF proceed as follows:

1. Confirm that VFC/VFC Mount are operational by manually mounting and image and creating a
VM at least once.

2. Create a new XWF (or load a previous case) containing the relevant disk image(s)

w

Navigate to the Tools / Run X-Tensions menu

4. Double click the XT_VFC5_xx.DLL file and follow the on-screen prompts. This will:

e Mount each supported image in VFC Mount
e Launch VFC and prepare to create the VM

5. Follow the normal VFC process to select any remaining VM options and create the VM

Copyright 2007-2020 MD5 Ltd, Revision v5.1.200317

Page | 58




